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PO3POBJIEHO TA BHECEHO:

[puBaTHuil 3aKnaa BUILOT OCBITH « MIKHAPOIHHIT €BPONEHCHKMIT YHIBEPCHTET.

PoBoua nporpama HaBYAIBLHOI AMCLMIUIIHK PO3poblieHa Ha OCHOBI HABUAIBHHX
nnaniB Ne0736/21-01, Ne07363/21-02, Ne073n/21-03, Ne073113/21-04, cxBaneHux Ha
sacinanni Buenoi paau yuisepceutety (nportokon Ne7 sig 01.07.2021 p.).

PO3POBHHUKH IMTPOI'PAMM:

JloueHT KadeIpH MEHEIKMEHTY Ta eKOHOMIKH, y

KaHa11aT eKOHOMIYHHUX HAYK @7/ 1. MixHo
Ao

PoGoua nporpama HaBYaILHOI AMCUMILTIHK 0OrOBOPEHa Ta CXBAJeHa HA 3aCiaHHI

kaeapH MEHEKMEHTY Ta EKOHOMIKH,
npoTokos Ne é sin« Py 75  2021p.

3aBiayBay Kadeapu MEHEDKMEHTY Ta exouomim% 1O. Pemura
ra

["apanT OI1 W HO. Pemura

[TnanoBuii TEPMIH MiXk peBi3iamu — | pik
Kourpo/ibHuil npuMipHuK



BCTYII

IIporpama BUBYeHHSI HABYAJBLHOI qucumiuIinu «KibepOesnekay ckimaneHa
BinnmoBigHo A0 CraHmapTy BuIOi OCBIiTH Ykpainum (mami — CTaHmapT) mepuioro
(OakanmaBpchKoro) piBHSA ramy3i 3HaHb 07 «YmpaBmiHHS Ta aaMIHICTPYBaHHSD
cnerianbHOCTI 073 « MeHeHKMEHTY.

Onuc HaBYAJBHOI JMCHUILIIHM (aHOTAaNis1). /[aHa HaBYaJIbHA JUCHMILTIHA €
HaIpsIMOK, SIKMI TOB'SI3aHU 3 PO3pOOKOI0, peai3alli€lo, BIPOBAKEHHSIM Ta
YOPABIIHHAM  KOMIUIEKCHUMH MPOTPaMHO-TEXHIYHUMHU CUCTEMaMHU  3aXUCTY
iH(opMairii B yctaHoBi (koMmmaHii, mianpuemcTsi). KpiMm Toro, 1eit HanpsiMoK TaKoxK
MOB'A3aHE 31 CTBOPEHHSIM 1 ayJIUTOM KOMITIOTEPHUX CHUCTEM, IO BIUIUBAIOTH Ha
0e3MeKy TPAaHCIOPTHUX, CHEPIeTHUHUX, MEJIMYHUX Ta 1HIINX KOMILJIEKCIB.

XapakTeprucTHKa HABYAIbHOI
["ay3b 3HaHb, HAPSIM .
. . ) L JVCIUTUTIHA
HaiiMmenyBaHHS MOKa3HUKIB MiJTOTOBKH, OCBITHIN
; nenHa popma | 3aouna popma
piBEHb
HaBYaHHS HaBYaHHS
I'anysb 3nans 07
KiabkicTs kpeauriB — 3 «YIIPABJIIHHS TA BubipkoBa
AJIMIHICTPYBAHHSI»
Pozminis — 2 Pix miarorosku
3MiCTOBHX PO3IiJIiB — 2 3-i | 3-i
Cemectp
CneniaibHicTb: 6-i | 6-ii
3arajbHa KiJIbKiCTH TOIUH 073 «MeHemKMeHT» Jlexmii
-90 16 roa. | 4 ron.
[TpakTHuHi
16 roa. | 2 ron.
TuwxHeBe HaBaHTAXKEHHS: . CawmocriitHa poboTa
OcgiTHiii piBeHb: |
ayRMTOpHIX — 2 [epmnii (bakamaBpChKuUit) 28 roa. 54 ron.
CaMOCTIHHO1 poboTu P piBeHD P By koHTpoIo:
crynenTa — 3,6 3aJIK ‘ 3aJ1iK

IIpenmMeTroM BUBYEHHS HaBYaJIbHOI JUCUUIUIIHU € PO3BUTOK OE€3MEUHOTO,
CTabUIBHOTO 1 HAAIMHOTO KiOEpImpOCTOpY MAa€ MOJSATaTH B TOMY YHCII 1 3aBISKH
«MIABUIIEHHIO LU(POBOT TIPAMOTHOCTI TPOMAJsiH Ta KYyJIbTypH O€3MeYyHOro
MOBO/UKEHHS B KIOEpPIPOCTOpl, KOMIUIEKCHMX 3HaHb, HAaBUYOK 1 310HOCTEH,
HEOOXITHUX IS HIATPUMKH IIijied KibepOe3neku, BIPOBAKEHHI JCP)KaBHUX 1
IPOMAJICBKUX TPOEKTIB MIJBUIIEHHS pIBHS O0013HAHOCTI CYCHUIBCTBA MO0
Kibep3arpo3 Ta kibep3axucty. Benrka KiIbKICTh MEPCOHATBHUX JaHUX MOTpaIlisie
JI0 KOMIT IOTEpPHUX COIMEpEX. BaKIMBO pO3yMITH PiBHI 3aXMILEHOCTI BIACHUX
JaHNX, TpaBWIa BUKOPHCTAHHS IUIATDKHUX CHCTEM, HACHTIJIKH, SIKIi MOXYTb
COPUYMHUTH KOHQIAEHIINHI JaHl, 10 NOTpPanwid y BIIKPUTHUH HOCTyN abo y
PO3IMOPSAKEHHS KiOSP3TOUHHITIB.

Mixaucnumiainapai 3B’si3kM: HaB4yanbHa pguciuiunida «KibepOesmekay
0a3yeTbcsi Ha 3HAHHIAX TaKWUX JUCHUIUIIH, SK «EKOHOMIYHE IIIaHyBaHHS Ta
IPOrHO3YBaHHD», «MeHeIxMeHT», « EKoHOMIUYHUIT aHami3» Ta B3a€EMOMOB’s3aHa 3
JTUCHUIUTIHAMU «AHaI3 TOCHOJAPChKOi AISUIBHOCTI MiAMPUEMCTBY, «JloricTukay,



«Opranizaiis MATPUEMHUIIBKOT IISUTBHOCTI», «OmnepamiiHuii  MEHEKMEHT,
«KoHTpomiury.

1. META TA 3ABJAHHS HABUAJIbHOI JUCHUILITHA

1.1. MeTo BUKJIaaHHS HABYAIBbHOI auctuutian «KibepOesnekay € HaBUUTH
CTyJICHTa OCHOBHI KOHIIEMIIii Oe3neKku iHpopMmariii, 1 1a€ 3MOTY OTpUMaTH HAaBUUKH,
HEOOX1JH1 IS MOHITOPUHTY, BHSBJICHHS, aHai3y 1 HeWTpamizaiii 3arpos
1H(opMalIiitHOT Oe3MeKH.

1.2. OcHOBHUMU 3aBJAAHHSAAMM BUBYCHHs nuciurutiHu «KidbepOesnekay €:

— HAJIaHHI CTyZieHTaM 0a30BUX TEOPETHYHUX 3HAHb y Tally3l IHQOpMaLIHHOT
Oe3IIeKH;

— HaJaHHI CTyJeHTaM 0a30BHX 3HaHb III0JIO MPOIECY CTBOPEHHS O€3MEeUHUX
1HpOpMaIIHHUX CUCTEM Ta MPOIECIB MiATBEPKEHHS 1X BIATIOBITHOCTI;

— HAOYTTI CTYJICHTaAaMH TPaKTHYHMX HABUYOK 3aCTOCYBaHHS CY4YacCHHUX
TEXHOJIOT1i 3a0e3nedeHHs 1HhopMaIliitHoi Oe3neKy;

— BUBYCHHI OCHOBHUX IPUHIIUIIIB 3a0e3neueHHs iHhopMaliitHOT Oe3MeKHu.

1.3. KommneTeHTHOCTI Ta pe3y/JbTATH HABYAHHS, JOPMYBAHHIO IKUX CIPUSE
JUCUUIUIIHA (B3a€EMO3B’SI30K 3 HOPMAaTHMBHUM 3MICTOM MIATOTOBKH 3700yBadiB
BHUILOT OCBITH, CPOPMYJILOBAHUM Y TEPMiHAX pe3yJbTaTiB HaBuaHHs y CtaHaapTi).

3riJIHO 3 BUMOTaMU CTaHAAPTy AUCIUIUIIHA 3a0e3medye HaOyTTs CTyJeHTaMu
KOMNnemenmHocmeu.

31aTHICTh PO3B’SA3yBaTH CKIJIAJHI CHELiali30BaHl 3ajadi Ta MpakTH4HI
Inmezpanvna npoOyeMu, SKi XapaKTEPU3YIOThCS KOMIUIEKCHICTIO 1 HEBU3HAYEHICTIO

Komnemenmmuicms | yMOB, y cdepi MEHE[UKMEHTY abo y Mpolieci HaBYaHHs, 110 nepeadadae

3aCTOCYBaHHsI TEOPid Ta METO/IIB COIIAJIbHUX Ta MOBEIIHKOBUX HaYK.

3K 4. 31aTHICTb 3aCTOCOBYBATH 3HAHHA y MPAKTUYHUX CUTYALIISAX.

3K 8. HaBuuku BuKOpucTaHHS 1HGOPMaUIHHUX 1 KOMYHIKAIIIHUX

TEXHOJIOT1H.

3azanvui . . .
. | 3K 14. 3natHiCTh NpanroBaT y Mi>KHAPOJHOMY KOHTEKCTI.
KOMnemenmHnocmi . )
3K 16. 3paTHICTh BUKOPUCTOBYBATHU Ta IOTPUMYBATHUCS HAI[lOHAIBHUX Ta
MDKHApPOJHHUX CTaHJAPTIB, YNHHHUX ITPABOBUX HOPM Y CBOiH mpodeciitHii
TUSIIBHOCTI.
CK 6. 31aTHicTh JiITH COLIAILHO BIAMOBIAAIBHO 1 CB1AOMO.
Crewianoni CK 13. Po3ymiTH NpUHLIMIIK i HOPMHU IpaBa Ta BUKOPUCTOBYBATH iX y
( qbeoei npodeciiiHiil JiSITBHOCTI.
npe OMem;u') CK 16. 3naTHicTh pO3yMiTH Ta YM1JI0 BUKOPUCTOBYBATH MaTeMaTHUHI Ta
P . | YMCIIOB1 METOMU, $KI YacTO BUKOPHUCTOBYIOTHCS JUIA JOIIIBHOCTI
KOMnemenmuocmi

NPUUHATTS YIIPaBIIHCHKUX PillIeHb, B TOMY YHCII, Y pO3pi3i MIXKHAPOIHOT
€KOHOMIYHOI JISIbHOCTI.




InTerpaTuBHi KiHUIEBI MPOrpamMHi pe3yJbTaTH HABYAHHS, (POPMYBAHHIO
SIKUX CIIPUS€ HABYAJIbHA TUCHUILTIHA:

I[TIPH 1. 3natu cBoi mpaBa 1 OOOB’S3KM SK 4WIEHa CYCILIbCTBA,
YCBIJOMJIIOBATH IIHHOCTI IPOMAASIHCHKOTO CYCHUIbCTBA, BEPXOBEHCTBA
npasa, 1pas i cBOOO JIIOIMHY 1 TPOMAJTHIHA B YKpaiHi.

ITPH 4. JlemoHCTpyBaTH HABUYKH BUSABIICHHS IIPOOJIEM Ta OOTpyHTYBaHHS
YIPaBIIHCHKUX PillICHb.

ITPH 6. BusBnsATH HaBHUYKHM TOIIYKY, 30MpaHHs Ta aHami3y iHdopmarlii,

Ilpozpammni PO3paxyHKy MOKa3HUKIB JUIsl OOTPYHTYBaHHS YIPaBIIHCHKUX PIllICHb.
pe3yrvmamu ITPH 8. 3acTrocoByBaTH METOAM MEHEIHKMEHTY Ui 3a0e3medeHHs
HABUAHHA e(eKTHUBHOCTI JTisSUIbHOCTI OpraHizariii.

I[TPH 11. JlemoHCTpyBaTH HaBHUYKM aHaTi3y CHUTYyallili Ta 3A1HCHEHHS
KOMYHIKaIlii y pi3HHX cepax AisIIbHOCTI opraHizaiii.

ITPH 12. OwmiHroBatu mpaBoBi, COIMiaJbHI Ta EKOHOMIYHI HACIIAKH
(byHKIIOHYBaHHS OpraHi3arii.

I[TPH 20. JlemMoHCTpyBaTH HaBMYKM BHUKOPHCTAaHHS iH(OpMaliifHUX,
KOMYHIKAI[IHHUX Ta IHHOBALlIMHUX TEXHOJIOTIH.

Pe3yabraTn HaBYaHHS:
[Ticnst omanyBaHHS AUCHUILTIHYA CTYACHT IIOBUHEH
3HATH:

KOHIIEMIIIIO Ta CTaHJAapTH KidbepOe3neky;

KOHIIETIIIII0 aBTOpHU3aIlii, ayTeHTU(DIKaIlli Ta aKayHTIHTY ;
KOHIIETIIIIO BIPTYaJbHUX MPUBATHUX MEPEK;

0e3MeKy Ha piBHI KOMyTallli Ta MapIipyTH3aLlii;

0e3IeKy BipTyalbHUX JOKATBHUX MEPEK;

CUCTEMY BUSIBJICHHS aTak (BTOPTHEHb);

CUCTEMY 3ar00iraHHs BTOPTHEHHSIM.

Ywmiru:

3aXUIIATH AOCTYI IO MEPEKEBOro 00JIaIHAHHS;

BUSIBIISITH CyYacHI 3arpo3u B MEPEXi;

HaJIAIITOBYBAaTH CUCTEMHU CUCTEMa 3al00IraHHs BTOPTHEHHSIM;
HAJIAIITOBYBATH CIICKU KOHTPOJIIIO JOCTYIIY;

HAJAIITOBYBATH 30HAJIBHUN M1 MEPEKEBUI €KpaH;
BIIPOBA/)KYBAaTH CUCTEMa BUSIBJICHHS aTak (BTOPTHEHb);
BIPOBA/HKYBATH CHUCTEMa 3am00IiraHHsI BTOPTHEHHSIM.

2. IHOOPMAIIITHAN OBCST HABYAJIBHOI JTMCIUTIIITHA

Ha BuBYeHHss HaBuanbHOi gucuuiuiinn «KibepOesneka» BinBoauthes 90

TOJUHH

3 kpeautu €EKTC.



3MICTOBUI PO3JILT 1
CTAHJAPTHU 3AXUCTY IHOOPMAIII TA KIBEPBE3IIEKA

Tema 1. TeopeTuuHi T2 METOA0JIOTIYHI OCHOBH 3axucTy iHGopMauii.

ba3oBi moHsATTSA y ramy3i iHpopMariiaoi 6e3meku. CkiamnoBi iHGOpMAIIHHOT
Oe3neku. XapakTepucTuka iHpopmarlii ik mpeameTa 3axucty. [apopmartis sk 00'exT
npaBa BiacHocTi. CyTHICTH Ta Iim 3axucty iH(opmaiii. [{ukmiyaa wmomens
iHpopMmarriitHoi Oe3neku. IloTeHmiitHi 3arpo3u Oesmneku iHopmalii Ta ix
KJ1acudikaris.

Tema 2. CTpykTypa 3aKoHoAaBCTBA B cdepi 3axucTy iHdpopmamii.

3aranpHa XapaKTepUCTUKA 3aKOHOJIABYMX aKTIB B cpepi 3axucTy iH(opMaIlii.
3axuct iHpopMmallii gk 00’ €KT aAMIHICTPATUBHO-TIPABOBOIO perynoBanHs. Cucrema
OpraHiB PEryJIOBaHHsS TEXHIYHOIO 3axucTy I1HQopMmauli Ykpainu. B3aemonis
CyO’€KTIB CUCTEMH TEXHIYHOTO 3aXUCTY 1HPOpPMAIIii.

Tema 3. 3akoHogaBuye peryJilOBaHHs MislJIbHOCTI y cdepi 3axucry
indopmantii.

Hanpsamu peanizamii gepkaBHOI MOJITUKU y cdepi 3axucty iH(opmariii.
JlineH3yBaHHs roCIOIapChKOil ISIIBHOCTI y raity3l 3axucTy iHpopMmauii. [o3BuTbHA
CUCTEMa MPOBEJIEHHS POOIT y raiy31 TEXHIYHOTO 3aXUCTy 1HhOopMaIIii.

Tema 4. Ilpoueaypu 3a06e3nedeHHsI HEOOXiTHUX XaPpAKTEPUCTUK Ta AKOCTi
3aco0iB 3axucTy iHopmaii.

ETanu xuTTeBOTO MUKITY 3ac001B 3aXUCTy 1HGOpMAIIi] Ta X XapaKTepUCTUKA.
[Mutanusa ceprudikamii npoxykiii B cdepi 3axucty iHdopmaiii. [epkaBHa
excrepTusa y cdepi 3axucTy iHpopmariii.

Tema 5. Ilopsagok i mpaBuia 3axucry iHpopMmanii B KOMII’HOTEPHHX
cucremMax.

Knacudikamis aBromatuzoBanux cucrem B HJ[ T3I. Mogeni 3axucry
iH(dopMallii B aBTOMAaTH30BaHId cuctemi. Mojenb nopymHuka iH(popmaiiHol
oesneku. Ilopsmok 1 mpaBwna 3axucty iHpopmaiii B KC/AC. 3abesneueHHs
JOCTYIHOCTI ¥ mimicHocTi iHopmartii B AC.

Tema 6. 3axkoHogaBcTBO PO MKUPpyBaHHS, HUPPOBUI MIANMKUC TA OPraHu
CIeniajJbHOrO0 3B’ SI3KY.

[Tpeamet kpuntorpadii. Kpuntocucremu ta 3arposu ix 6e3nexu. CumeTpudHi
Ta acUMETpU4HI KpunrocucteMu. DOpMyBaHHS Ta TEPEBIPSHHS EIEKTPOHHOTO
uupposBoro mianucy. llopsgox 3abe3nedeHHs KpUNTOrpadiuHOrO 3aXHCTY
1H(popMmarii.



Tema 7. CBiToBHii J0CBiI HOPMATHBHOIO PeryJiOBaHHA Yy cdepi
iHopmaniitHoi Ta Ki0epHeTHYHOI Oe3MeKH.

[TpoBinHi CBITOBI Ta HalliOHANbHI OpraHH 31 cTaHaaptusaiii. Hopmatushe
perymoBaaHs y chepi iHbopmartiitnoi 6e3nexu B €C. [Tigxoau kpain €C Ta HATO
II0JI0 PETYJIIOBAHHS MUTaHb KIOEPHETUIHOT OC3TEKH.

Tema 8. Crannaptu iHpopmaniiiHol Ta Ki0epHeTHYHOI 0e3NeKHu.

CimeiicTBO cTaHapTiB iHPOPMaLIMHOI Ta KibepHeTUYHO1 Oe3neku. CTpyKTypa
cTaHaapty no kibepOesneni. bazoBi Onoku cranmapty ISO 27032. 3axoau
3a0e3nedeHHs kibepoOesneku. OcHoBU 00MiHY 1H(POpMaIII€I0 Ta KOOPAUHAILII].

3. CTPYKTYPA HABYAJIbHOI JUMCLHUILJIIHHA

KinpkicTb rogun
JicHHa (opma 3ao4Ha Gopma
Yy TOMY YHCII y TOMY YHCIi

an | o | nab. | Iam. | C.p. YEROTO | o | i | a6 Tan. C

Has3Bu 3MicTOBHX po3/iiB
iTeM

YCHOTO

1 2 314 5 6 7 8 9110 11 12 13
3micToBuii po3aia 1. CtanaapTu 3axucrty iHgopmauii Ta Kidepoe3nexku

Tema 1. TeopeTnuHi Ta
METO/I0JIOTIYHI OCHOBH 10 2 |1 - - 7 12 2| - - - 10
3aXHCTY iH(pOpMaIlii.
Tema 2. CtpykTypa
3aKOHOJIABCTBA B cepi 11 2 |2 - - 7 11 -1 1 - - 10
3axucTy iHdopmarii
Tema 3. 3akoHOIaBUE
peryIItoBaHHS TisUTEHOCTI
y cdepi 3axucTy
iH(popMarii.
Tema 4. [Ipouenypu
3a0e3neueHHs
HEOOXIIHUX
XapaKTEPUCTHK Ta SIKOCTI
3ac00iB 3aXHCTY
iHdopmarrii.
Tema 5. Topsinok i
NpaBuJia 3aXHUCTY
iHdopmarii B
KOMIT FOTEPHHUX CUCTEMaX.
Tema 6. 3akOHOJAaBCTBO
npo mugpyBaHHs,
udpoBuii mamc Ta 11 2 | 2 - - 7 10 - - - - 10
OpraHH CIeLiaJIbHOTO
3B A3KY.
Tema 7. CBITOBHII JOCBIJ
HOPMaTHBHOT'O
perymroBaHHs y chepi 11 2 | 2 - - 7 11 -1 1 - - 10
iHpopManiitHOi Ta
KiOepHeTHYHOI Oe3MeKH.
Tewma 8. Crannmaptu
iHpopManiitHOi Ta 11 2 | 2 - - 7 12 2| - - - 10
KiOepHeTHYHOI Oe3MeKH.
Pospaxynkosa poboma 2 -1 2 - - 2 4 - | - - - 4

Pasom sa smicmosun 9 |16|16| - | - | 58 9 (4] 2| - | - | 84
po3oinom 1
Ycboro roaux 90 16 | 16 - - 58 90 4| 2 - - 84

11 2 | 2 - - 7 10 - - - - 10

12 411 - - 7 10 - - - - 10

11 2 | 2 - - 7 10 - - - - 10




4. TEMHU JEKIIN

Ne KinpkicTs
Ha3zpa Temu
3/1 TOAMH
1. | TeopeTndHi Ta METOMOJOTIYHI OCHOBH 3aXHUCTY iH(OpMaITii. 2
2. | CtpykTypa 3aKkoHOAaBCTBa B cdepi 3axucty indopmarii 2
3. | 3akoHOAaBYE peryarOBaHHs AisUILHOCTI y cdepi 3axucTy indopmariii. 2
4. | Ilpouenypu 3a0e3neueHHs HEOOXITHUX XapaKTEPUCTUK Ta SIKOCTI 3aCO0IB 3aXUCTy 4
iH(popMartii.
5. | Ilopsamok i mpaBuiia 3aXUCTy iHGOpMaIIii B KOMIT IOTEPHUX CHCTEMax 2
6. | 3akOHOMABCTBO MPO IMH(PPYBaHHS, IUPPOBUHI MIMHUC Ta OPTaHU CIEHiAIBHOTO 5
3B A3KY.
7. | CBiTOBHI JOCBil HOPMAaTHBHOTO pETYJIOBaHHSI y cdepi iHpopmarliitHOi Ta 5
KibepHeTHyHOi Oe3MeKH.
8. | CranpapTu iHdopmMauiiiHOi Ta KiOEpHETHUHOT OE3MEKH. 2
Pazom: 16
Ne KinbkicTb
Hazpa Temn
3/ TOJUH
1. | TeopeTnyHi Ta METOIOIOTIYHI OCHOBH 3aXHCTY iH(MOpMaIii. 1
2. | CtpykTypa 3aKOHOIABCTBA B cdhepi 3aXucTy iHdopmartii 2
3. | 3akoHOAaBYE peryaroBaHHs AisTILHOCTI y cdepi 3axucTy indopmartii. 2
4. | [Ipouenypu 3abe3neueHHs HEOOXITHUX XapaKTEPUCTHUK Ta SIKOCTI 3aCO0IB 3aXUCTYy 1
iHhopMmarrii.
5. | Ilopsamok i mpaBuiia 3aXMCTy iHGOpMaIIii B KOMIT IOTEPHUX CHCTEMaXx 2
6. | 3axkoHOnABCTBO Mpo WHPYBaHH, UUPPOBUNA MiANUC TA OPTraHU CHELiaIbHOTO 2
3B’ SI3KY.
7. | CBiTOBUH J0CBiJI HOPMATHBHOTO peryiioBaHHsA y cdepi iHpopmamiiHol Ta 2
KiOepHETHYHOT OE3MeKH.
8. | CranpgapTu iHpopmManiiiHoi Ta KiOepHETHUHOT OE3MeKH. 2
9. | Pospaxyuxoea poboma 2
Pazom: 16
Ne KinbkicTb
Ha3sa Temu
3/11 TOIUH
1. | TeopeTnyHi Ta METOIOIOTIYHI OCHOBH 3aXHCTY iH(OpMAILii. 7
2. | CrpykTypa 3aKk0HO/IaBCTBA B cdepi 3axucty indopmarrii 7
3. | 3akoHOaBYe pPeryJrOBaHHs AisUIbHOCTI Y cdepi 3aXUcTy iHhopMariii. 7
4. | IIpouenypu 3a0e3neueHHs HEOOXITHUX XapaKTEPUCTUK Ta SIKOCTI 3aCO0IB 3aXUCTy 7
iHpopmalii.
5. | lopsanox i mpaBuia 3aXUCTy iHGOpMaIlii B KOMIT IOTEPHUX CHCTEMax 7
6. | 3akoHONABCTBO MpO MUGPYBAHHS, IUPPOBHI IiJIMKAC Ta OPTraHU CHEIiaIbHOTO 7
3B’ A3KY.
7. | CBiTOBHI [OCBil HOpPMAaTHBHOI'O peryioBaHHS Yy cdepi iHpopmaniiiHoi Ta 7
KibepHeTHYHOI Oe3NeKH.
8. | CrannapTu iHdopMaiiitHOi Ta KiOEpHETHYHOT OE3MEKH. 7
9. | Pospaxynkosa poboma 2
Pazom: 58




7. IHANBIAYAJIBHI 3AB/IAHHSA

Pospaxynxoea poboma

3aBmanna 1. CBiTOBHH [OCBiA HOPMATHBHOIO peryjiioBaHHsA Yy cdepi
iHpOopMaIliiHOT Ta KIOepHETUYHOT OE3MEeKH.

1.1. [IpoBinHi CBITOBI Ta HalllOHAJIBbHI OpTaHM 31 CTAHJAPTHU3AIII].

1.2. HopmatuBHe perymtoBaHHs y cdepi iHpopmariitHoi 6e3nexu B €C.

1.3. ITixxoau xkpain €C ta HATO mopao peryntoBaHHs MUTaHb KiOEPHETUYHOT
Oe3MeKH.

3aBganus 2. Ctanaaptu iHdopMaIiiHOT Ta KIOEpHETUYHOT O€3MEKH.

2.1. CimelicTBO cTaHAapTiB IHPOPMAIIIHHOT Ta KIOEPHETUYHOT O€3IEKH.

2.2. CTpyKTypa CTaHIapTy o Kidepoesmnerti.

2.3. bazosi 6moku crangapty ISO 27032.

2.4. 3axonu 3a0e3neueHHs KibepOe3neKu.

2.5. OcHoBH 00MiHY 1H(MOPMAILIIE€IO Ta KOOPIUHAILI.

3aBmanHsa 3. 3aKOHOJABCTBO MPO MUGPYBaHHA, IUPPOBUH MIAMUC Ta OpPraHH
CIELIAIBHOTO 3B SI3KY.

3.1. Ilpenmet xpunrorpadii.

3.2. Kpunrocucremu Ta 3arpo3u ix 0e3mnexu.

3.3. CuMeTpuyHi Ta aCUMETPUYHI KPUIITOCUCTEMH.

3.4. ®opmyBaHHS Ta NEPEBIPSIHHS €IEKTPOHHOTO HU(POBOro MiAMKCY.

3.5. Tlopsimok 3a0e3neueHHs KpunTorpadiqHoro 3axucty iHdopmariii.

3aBaanHs 4. YpaBiiHHS pU3UKaAMU.

4.1. Monens 6e31eKH 3 TOBHUM MEPEKPUTTIM

4.2. OcHoBHI NIpUHITUTY T0OYA0BH KOHIIeNii [b

4.3. OcHOBHI BUMOTH MixkHapoaHoro cTanaapty 1SO 15408.

4.4. Meroanka BU3HAYEHHS MOTEHITIATy HAaMaay MPH OIIHII CTIHKOCTI (QyHKITIN
Oe3MeKH.

4.5. IIpodins 3axucty Ib.

3aBnanHs 5. MeTo10J10T1s OIIHKU PU3UKAMH.

5.1. OCHOBHI IPUHITUIIA METOJIOJIOT1i OIIHKHU.

5.2. OcHOBHI pUHLIMIH OO0y 10BU KoHLemnii [b.

5.3. Meroauku noOya0BH CUCTEM 3aXUCTy iH(OpMaIlii, 110 BKIOYAIOTh €Tamn
aHai3y pU3MKIB.

5.4. Metonuka “Facilitated Risk Analysis Process (FRAP)”.

5.5. MeToauka OliHKa CEPHO3HOCTI MEPEKEBOI aTaKH, SIKa BUKOPUCTOBYETHCS
SANS / GIAC.

8. TEMH JIJII CAMOCTIMHOI POBOTHU

CamocrTiiiHa po0oTa € BUIOM I103a ayJAUTOPHOI 1HIUBIAYaJbHOI AISIILHOCTI
CTYICHTA, Pe3yJIbTAaTH SIKOT BAKOPUCTOBYIOTHCS Y MPOIIECi BUBUEHHS MPOTPAMOBOTO
MaTepially HaBYAJIBbHOI NUCHUIUTIHM Ta MICTHTh pPe3yJbTaTH TOCIiTHUIIBKOTO
MOIIYKY, B1JJ0Opakae MeBHUM PiBEHb HOTO HABYAJIBHOI KOMIIETEHTHOCTI.

llepenix mem Onst camocmitinoi pobomu cmyoeHmia.



1. CknanoBi iHpopMariiiHOT O€3MeKu.

2. Amnani3 xoHuenuii iH$popmaliifHoi 6e3nexu YKpaiHu.

3. Jlo3BiibHA cucTeMa MPOBEACHHS POOIT y ramdy3i TEXHIYHOTO 3aXHUCTY
iHpopMaIii.

4. Amnani3 NOUTyKOBHUX CHCTEM JJI1 KOHKYPEHTHOI PO3BIIKH.

5. 3abesmnedyeHHs JOCTYMHOCTI ¥ 1inicHOCTI iHopmarii B AC.

6. Ilopsaok 3abe3neueHHst KpUOTOrpadiyHOTO 3aXUCTy 1HPOpMaILi.

7. Huxniuyna monens iHGopMaliiHoi 6e3neku. [loTeHiiiiHi 3arpo3u 0e3neku
iHopMalrii Ta ix kimacudikaris.

8. Bzaemonis cy0’€KTIB CUCTEMHU TEXHIYHOTO 3aXUCTY 1H(pOpMaITii.

9. JlineH3yBaHHS TOCMOAAPCHKOI NISIBHOCTI Y rajy3i 3aXUCTy 1HGopMaIlii.

10. CepTudikariis npoayKilii B cepi 3aXucTy iHdopmarii.

11. Mopens nopyuiHuka iHhopmMalliitHoi Oe3neKu.

12. KpunirocucteMu Ta 3arpo3u ix Oe3MmeKu.

9. METOAU HABYAHHSA

[Ipu BukiIamanHi HaB4YanbHOI nucuuIuliHu «KiGepOesneka» 3acTOCOBYIOTHCS
1H(opMalliitHl Ta OpaKTUYHI METOJM HABUAHHS: KJIACUYHI JIEKIIii, JIEKIIi-TUCKYCIi,
MPaKTUYHI 3aHSATTSA, KOHCYJbTAIlli 3 BUKOHAHHS CAMOCTIMHOI Ta 1HAMBIIYaIbHOI
poOOTH CTYAEHTIB, a TaKOX BHUKOHaHHS pedeparTiB, MIATOTOBKA KOPOTKHX
MOBIJJOMJICHb Ha OCHOBI J0JIaTKOBOI JIITEpaTypu Kypcy, MUCbMOBI 3aBJIaHHS TIPH
MIPOBEICHHI KOHTPOJIBHUX POOIT.

MeTtoan HaBYAJILHO-ITI3HABAJIBLHOT JUSITBHOCTI: MOSICHIOBAJIbHO-
LTIOCTPAaTUBHUM METOJI, PENPOAYKTUBHUN METOJ, METOJ IMPOoOJIEeMHOr0 BHUKIAIY,
YaCTKOBO-TIONTYKOBUHM 200 €BPUCTUYHUI METO/I, TOCTIAHUIIBKAN METO.

Metoau cTUMYJIOBaHHS ¥ MOTHBALlll HAaBYAJIbHO-MI3HABAIBHOI AISTIBHOCTI:
1HIYKTUBHI 1 JEAYKTUBHI METOJIY HAaBYaHHS, METOJIM CTUMYJIFOBAHHS 1 MOTHBAIIil
HaBYaHHS.

10. METOAU KOHTPOJIIO

BignoBimno g0  1uiaHy  BuBYeHHs — auciuiuiing - «KibGepOesmekay
nepeadavaeThCs MPOBEACHHS MOTOYHOTO Ta MiICyMKOBOTO KOHTPOJIIO:

— MOTOYHMM KOHTPOJb Tependavae MNpPOBEACHHS OMUTYBAHHA IIiJl dac
MPAKTUYHUX 3aHSAT;

— KOHTPOJIb BUKOHAHHS BCIX BU/IB POOIT;

— MIJCYMKOBHI KOHTPOJIb PEali3y€eThCsl Y BUIIISIL 3aJIIKY.

MeToau KOHTPOJIIO:

1. OuiHOBaHHA 3HaHb CTYJIEHTA 1] Yac MPaKTUYHUX 3aHSTh.

2. BukoHaHHs 3aBJaHb JUIs CAMOCTIMHOI pOOOTH.

4. [IpoBeneHHs TPOMIKHHUX TECTIB.

5. IlpoBeneHHs MOTOYHOTO KOHTPOJIIO.

6. [IpoBegeHHS MACYMKOBOTO 3aTiKY.
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11. ®OPMA MIJICYMKOBOI'O KOHTPOJIIO YCIIIIIHOCTI
HABYAHHA

DopMOIO MiICYMKOBOTO KOHTPOJIIO € 3AJIK, SKUH CKJIaIa€ThCS OYHO B TIEPI0]]
IpU3HAYCHUH JeKaHaToM a0o 3a 1HIUBITyaTbHUM TpadikoM, sIKU 3aTBEPIKY€THCS
HaBYaJIHLHUM TUIaHOM. OCHOBHOO (POPMOTO TIACYMKOBOTO KOHTPOJTIO € TECTYBaHHS,
poboTa Ha/l MPAaKTUYHUM 3aBJIaHHIM Ta CIiBOeciaa.

12. CXEMA HAPAXYBAHHSA TA PO3IIOA1J BAJIIB, SIKI
OTPUMYIOTH CTYAEHTHU

OuiHIOBaHHS OKPEMHUX BH[IB BHKOHAHOi CTYJEHTOM HaBYaJbHOI POOOTH 3
mucruiiiau «KibepOesneka» 3AiiCHIOETEC B Oanax BigmoBigHO 10 Tabm.12.1.
BukoHaH1 BUIM HAaBYAJIBHOI pOOOTH 3apaxoOBYIOThCS CTYJIEHTY, SIKIIO BIH OTpUMaB
32 HUX NO3UTUBHY PEUTHHIOBY OLIIHKY.

Tabmus 12.1
Po3noain 0a1iB ONiHIOBAHHS YCIIIIHOCTI CTYACHTIB 3 HABYAJIbHOI
aucumniuiing «Kidoepoesnexkay

Pozmin I .

. Pozmin I1

[ToTo4yHe TecTyBaHHs Ta CaMOCTiHHA poOoTa . .
- " : ITincymxoBumii Bceboro

3MicToBuii po3aia 1 COHTDOIE

T1 T2 T3 T4 T5 T6 T7 T8 PP p
5 5 5 5 5 10 5 10 10 40 100
*T], T2, ..., T8 — memu 3anameo

**Pospaxynkosa poboma

IloTouHe OUiHIOBAHHSI 3HAHb CTYI€HTIiB MPOBOJAUTHCS MPOTATOM CEMECTPY Y
HACTYMHUX (OpMax: YCHOTO ONMUTYBAHHS CTYACHTIB Ha MPAKTUYHHUX 3aHATTAX Ta
OLIIHKM PIBHS iX 3HaHb; NEPEBIPKU MPABWIBHOCTI PO3B’sI3aHHS MPAKTUYHHUX 33]1a4;
EKCTpEeCc-ONMUTYBaHHs (B YCHIM UM MUCHMOBIM opmi).

3arajbHa OLiHKA 3HAHb CTYJCHTIB 32 IOTOYHUM KOHTPOJIEM

Pe3ynbpTaTd MOTOYHOTO KOHTPOJIO 3HaHb CTYAEHTIB B IJIoMy (3a ycima
dbopmamu poOIT) oOuIHIOWTECA B mianmazoHi Big 0 mgo 60 Oamie. CryneHt
JIOTTYCKAETHCS JI0 T1CYMKOBOTO KOHTPOJIIO 32 YMOBU BUKOHAHHS BUMOT HABYAJIHHOT
IporpamMu Ta y pasi, SKIIO 3a TOTOYHY HAaBYAIBHY JISIBHICTh BiH HAOpaB HE MEHIIIE
36 Gais.

IlincymMKkoBe OLIHIOBAHHSI 3HAHb CTY/JAEHTIB

[TincymKoBe OIiHIOBaHHS 3HAHb CTYCHTIB TPOBOIUTHCA Y (hOpMi 3aTiKYy.

Kpurepii oniHloBaHHA 3HaHb MiJ Yac 3aJiKy.

MakcumanbHa KUTBKICTh OalliB, SIKY MOXHA OTpUMAaTH Ha icnuTi ckiagae 40
OaniB (nuB. Tabm. 12.2).

[1i yac omiHIOBaHHSA BIAMOBII HA OKpeMe MUTAaHHS T0AaTKOBO BPaXOBYIOThCS
JOMYIIEH! HEAOJIKM Ta MOMMIIKH, SKUMHU BBaXKAIOThCS: HeoXailHe O0(OpMIICHHS
po0oTH (HE 3aralbHONPUUHATI CKOPOUCHHSI, HE3PO3yMUIHIA MOYEPK, BUKOPUCTAHHS
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OJIIBIIIB 3aMICTh YITKUX YOPHWJ) (MiHyC 2 0aju); HETOYHOCTI B Ha3BaX OKPEMHX
EKOHOMIYHHMX KaTeTropii Ta MOHATH (MiHyC 4 Oanm).
Tabmuns 12.2
Po3noain 6aiB OLliHIOBAHHS NPH MIACYMKOBOMY KOHTPOJIi 3 HABYAJIbHOI
aucuuiiinu «Kidepoe3neka»

Owinka B 6anax 3a IIOTOYHE Owinka B Oanax 3a OmuiHka 3a HalllOHAILHOIO
OLIIHIOBaHHS M1JICYMKOBE OITIHIOBAHHS [IKAJI0K
54-60 36-40 BigmiaHoO
45-53 30-35 Jobpe
36-44 24-29 3a10BJIBHO
Menie 36 MeHie 24 He3agosinbpHo

Kpurepii oiHloBaHHA BiANOBiIi HA TeOpPeTHYHI MUTAHHA OijTeTy:

1. IloBHa BIAMOBIAL HA NHUTAHHS, SIKA OIIIHIOETHCS «BIOMIHHO», TIOBUHHA
BIJINIOBIIATH TaKUM BHUMOTaM:

— pO3TrOpHYTHUH, BAYEPITHUN BUKJIAJ] 3MICTY JIaHO1 y MUTaHHI MPOOJIEMU;

— TOBHHM Mepesik HEOOX1THUX JIJISl PO3KPUTTS 3MICTY MUTAHHA €KOHOMIYHUX
KaTeropiii Ta 3aKOHiB;

— 3JIaTHICTh 3A1MCHIOBATU MOPIBHSUIBHUI aHaNI3 PI3HUX TEOPId, KOHLEMIIIH,
MIJIXO0/1iB T4 CAMOCTIMHO POOUTH JIOT1YH1 BUCHOBKH ¥ y3arajJbHEHHS,

— YMIHHSI KOPUCTYBAaTHUCh METOJaMH HAyKOBOTO aHajli3y €KOHOMIYHHUX SBHIIL,
MPOLIECIB 1 XapaKTepU3yBATH iXHI PUCH Ta (POPMU BUSABICHHS;

— JIEMOHCTpAIlisl 3/aTHOCTI BHUCJIOBJICHHS Ta apryMEHTYBaHHS BIJIACHOTO
CTaBJICHHS J0 aJIbTEPHATUBHUX TOTJISA/IIB HA JTaHE TUTAHHS;

— BUKOPHUCTaHHS aKTyalbHUX (PAKTUYHUX Ta CTATUCTUYHUX JIAHUX, 3HAHb J1aT
Ta ICTOPUYHUX NEPIOAiB, Kl MIATBEPKYIOTh TE€3U BiAMOBI/II HA MUTAHHS.

2. BianoBiaps Ha MUTaHHS OLIHIOETHCS «Q000pey, SKIIO:

— BIJTHOCHO BIJMIOB1/Il HAa HaWBUIIMN Oal HE 3pOOJICHO PO3KPUTTS Xxouda O
OJIHOTO 3 MYHKTIB, BKa3aHUX BHUIIE (AKIIO BiH SIBHO MOTPIOHMIA I BUYEPITHOTO
PO3KPUTTS MUTaHHs) a00, SKIIIO:

— MpU PO3KPUTTI 3MICTy TMUTAHHA B LUIOMY MPAaBWIHHO 32 3a3HAYCHUMH
BUMOTaMU 3poOJieHI OKpeMi TOMWJIKK TIiJ 4Yac: BUKOPUCTaHHS IU(POBOTO
Marepiaiy.

3. BianoBigb Ha MATAHHS OI[IHIOETHCS «3A006LIbHO), SKIIIO:

— BIJHOCHO BIAMOBI/Il HA HAMBUIIMI Oas HE 3p00JIEHO PO3KPUTTS YOTUPHOX YU
OlJIbllIe MYHKTIB, 3a3HAYEHUX Y BUMOTaX JI0 HbOTO (SKIIO BOHH SIBHO MOTPIOHI 1S
BUYEPITHOTO PO3KPUTTS MUTAHHS );

— OJHOYACHO TPHUCYTHI YOTUPH YK OLIBIIE THUIIB HEMOJTIKIB, SIKI OKPEMO
XapaKTEPHU3yIOTh KPUTEPi OIIHKY MTUTAHHS;

— BHCHOBKH, 3pO0JIeHI I Yac BIJMOBiAI, HE BIAMOBIJAIOTH MPABUJILHUM YU
3arajbHO BU3HAYEHUM IMPHU BIJCYTHOCTI [I0OKa31B CYNPOTUBHOIO apryMeHTaMH,
3a3HAYCHUMHU Yy BIIOBI/II;

— XapakTep BIAMOBIAI Ja€ MiACTaBy CTBEPIXKYBaTH, IO 0co0a, siIKa CKIIajae
ICIIUT, HE 30BCIM MPAaBWJIBHO 3pO3yMijia 3MICT MUTAHHA YU HE 3HA€ MPaBHIBHOT
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BI/IMOBI/l 1 TOMY HE BiJNOBLJIa HA HHOTO IO CYTI, JOMYCTUBIIN IpyOl MOMHUIIKU Y
3MICTI BIAITOBI/I.

3 ypaxyBaHHSM BHIIEBHUKIAJCHOTO PE3yJIbTaTH ICIUTY OIHIOIOTHCS B
niana3oni Big 0 1o 40 GaniB mmst ctyaeHTiB. [Ipu nboMy, SIKIIO BiAMOBIAL CTyACHTA
Ha eK3aMeHi oriHeHi MeHire HiX Ha 30%, BiH OTpUMy€ HE3aJI0BUTbHY OIIIHKY 3a
pe3ylbTaTaMH ICIIUTY Ta HE3aJO0BUIbHY 3arajbHy MiJICYMKOBY OIIIHKY. 3arajibHa
MiJCYMKOBA OINIHKA 3 JUCIMIUIIHA CKJIAJAEThCS 3 CyMH OalliB 3a pe3yJbTaTH
MOTOYHOTO KOHTPOJIIO 3HaHb Ta 32 BUKOHAHHS 3aBJaHb, 1110 BUHOCSTHCS Ha 3aJliK.

3arajibHa TiJICYMKOBA OIlIHKa He Moxke mepesuiryBatu 100 6amiB. 3aranpHa
MiJICYMKOBa OIlIHKAa B 0Oaiax, 3a HalllOHAJbHOK IKajow Ta 3a mkaiow ECTS
3aHOCUTBCS JI0 3aJIKOBO-€K3aMEHAIlIIfHOI BI1JIOMOCTI, HaBYaJbHOI KapTKA Ta
3aJ1IKOBOT KHW)KKH CTyIeHTa (uB. Tabm. 12.3).

Tabmuis 12.3
IIkasa ouiHioBanHa: HanioHaabHa Ta ECTS

Cywma 6auiB 3a Bci Ouirka OmiHka 3a HaI[iOHAIBHOIO IIKAIOI0
BUAH HaBHAJILHOL ECTS JUISL €K3aMeHY, KypCOBOTO )
JISLIBHOCTI 6 JJIL 3aJ1IKY
POEKTY (poOOTH), MPAKTHKHU
90-100 A BIOAMIHHO
82-89 B 106pe
74-81 C P 3apaxoBaHO
66-73 D 3aJ10BUILHO
60-65 E
HE3aJI0BIJILHO 3 MOKJIMBICTIO HE 3apaxopato 3
30-59 FX MOKJIMBICTIO
MTOBTOPHOTO CKJIAJIaHHS
MOBTOPHOTO CKJIAJIaHHS
) , HE 3apPaxOBaHo 3
HE3aJ0BLIBHO 3 000B’ I3KOBUM R
000B’I3KOBUM
1-29 F IIOBTOPHUM BUBYECHHSM
. MOBTOPHUM BHBYEHHSIM
IHACIATUTIHA :
JUCHMILTIHU

13. METOAUYHE 3ABE3INEYEHHSA

— poOoua HaBYalbHA MpOTpamMa IUCIUTLTIHM;

— IUIaHU JIEKLIi, TPaKTUYHUX 3aHATh T4 CAMOCTIITHOTI pOOOTH CTY/IEHTIB;

— TEe3M JCKIIN 3 JUCLHILIIHM,

— METOJIWYHI peKOMEH/ Il Ta pO3pOOKH JIJisi BUKJIa1a4a;

— METOAWYHI BKA31BKH /10 MPAKTUYHUX 3aHATH JJI CTY/ICHTIB,;

— METOJIMYHI MaTepialiy, 0 3a0e3NeUyI0Th CAMOCTIMHY POOOTY CTY/I€HTIB;

— TECTOBI Ta KOHTPOJIbHI 3aBJaHHS J0 MPAKTUYHUX 3aHSTH;

— TepesiK MUTaHb Ta 3aBJIaHb IS IOTOYHOTO 1 MPOMIXKHOTO KOHTPOJIIO 3HAHB 3
JIACIATLIIHM;

— TMepesiK NUTaHb A0 3aJliKy, 3aBJIaHHS JJIsl IEPEBIPKU MPAKTUUYHUX HABUYOK
I1J1 9ac 3aJIiKy.
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